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Study on Data Sovereignty Security in China from the
Perspective of National Security

MAO Xinjuan REN Jiayan

[Abstract] Data is a strategic resource related to national security, and data sovereignty security is
closely related to national security and comprehensive national strength. Under the increasingly severe
data security environment, data sovereignty security risks are becoming more and more severe. How to
resist sovereign security risks and ensure data sovereignty security has become a key issue that needs to be
answered urgently for national development. Starting from the height of national security, this paper takes
the issue of data sovereignty security as the research goal, and uses literature research, policy analysis and
other methods to analyze relevant research, policies and regulations and other materials, and clarify the
concept, origin, background and data of sovereignty security. Relevant definitions, summarize the risks of
data sovereignty in four dimensions from the perspective of our country’ s national security: data generation
and storage, data cross-border inflow and outflow, data analysis and utilization, data extraterritorial
jurisdiction and power hegemony. Based on this, this paper puts forward practical countermeasures and
suggestions from four perspectives: building data sovereignty territory, improving legal system, developing
core technology, and seeking international cooperation, in combination with the current situation of our
country’ s data sovereignty security system. our country’ s data sovereignty security system provides
suggestions and suggestions.

[Key words| National Security, Data Sovereignty, Data Sovereignty Risk, Data Governance, Data

Countermeasures
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